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1. POLICY STATEMENT

Townsville City Council collects and manages personal information in the course of performing its activities, functions
and duties.

The way in which the Council manages personal information is governed by the Information Privacy Act 2009 (QId)
(IP Act). This Policy sets out how Council collects and manages the personal information that is holds in accordance
with the requirements of the IP Act.

2. PRINCIPLES

In dealing with personal information, Council complies with the obligations imposed on personal information
requirements and obligations prescribed under the IP Act and the Information Privacy Principles (IPPs).

3. SCOPE

This policy applies Council Workers and Councillors.

4, RESPONSIBILITY

All Councillors and Workers are responsible for ensuring this policy is understood and adhered to at all times.

5. DEFINITIONS

Access - means providing an individual with personal information about himself or herself that is held by the
Council. This may include allowing that individual to inspect personal information or to obtain a copy of the personal
information.

Collection - means gathering, acquiring or obtaining personal information from any source and by any means.

Consent - in relation to solicited information means a voluntary agreement (express or implied) to some act,
practice or purpose. The individual must be adequately informed before giving consent and must have the capacity
to understand and communicate their consent.

Disclosure - means the release of personal information to persons or organisations outside the Council (receiving
entity) where the receiving entity does not know the personal information and the Council ceases to have control
over the receiving entity in relation to who will know the personal information in the future. It does not include
giving individuals personal information about themselves.

IP Act — means the Information Privacy Act 2009 (Qld)

Manager — includes persons appointed to positions including with the title, Team Manager, General Manager,
Principal, Director and Chief.

Personal information - means information or an opinion (including information or an opinion forming part of a
database), whether true or not, and whether recorded in a material form or not, about a natural living person whose
identity is apparent, or can reasonably be ascertained, from the information or opinion, including a photograph or
other pictorial representation of a person.

Use - means the handling of personal information within Council including the inclusion of personal information in a
publication, taking personal information into account in the making of a decision, or transferring the information from
one part of the Council with particular functions to another part of the Council having different functions.

Workers — includes employees, contractors, volunteers and all others who perform work on behalf of Council.
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6. POLICY

The IP Act sets out the ways in which Council must handle personal information. It also gives individuals the right to
request a copy of their personal information and request for documents to be amended if they are inaccurate or out
of date.

When assessing whether it is in the public interest to disclose personal information, the Council will consider the
factors detailed in the 7P Act namely the matters that:

e are irrelevant to deciding the public interest;
e favour disclosure in the public interest; and

e favour non-disclosure in the public interest

6.1. OPENNESS

A copy of this policy will be available for public access at Council's Customer Contact Centres and on its website at
www.townsville.gld.gov.au

Types of personal information held by Council include:

e names and addresses

e telephone numbers

o dates of birth

e age and gender information

e car registration and driver's licence details

e email addresses

e Tax File Numbers

e Medicare numbers

e customer or account numbers assigned to individuals by Council
e employment details

e Australian Business Numbers

e photographs or video of individuals

e property ownership and/or occupier details

e animal ownership

e payment histories

e pensioner / concession details

e library membership

The Council collects and holds personal information for many purposes, including:
e determining rates;

e delivering waste services;

e assessing property development;

e processing applications for registration, permits and licenses; and
e maintaining council run facilities.

Disclosure of personal information is only made after prior written consent of the individual or for purposes stated in
clause 6.4.10.
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6.2. TRANSFER OF PERSONAL INFORMATION OUTSIDE AUSTRALIA

In complying with its obligations under s.33 of the IP Act Council will transfer an individual's personal information to
someone outside Australia only if:

e the individual agrees to the transfer; or
e the transfer is authorised or required by law; or

e Council is satisfied on reasonable grounds that the transfer is necessary to lessen or prevent a serious threat to
the life, health, safety or welfare of an individual, or to public health, safety or welfare; or

e two or more of the following apply:

o Council reasonably believes that the recipient is subject to a law, binding scheme or contract that
effectively upholds the principles for the fair handling of personal information that are substantially similar
to the IPPs;

o the transfer is necessary for the performance of Council's functions in relation to the individual;

o the transfer is for the benefit of the individual and it is impracticable to seek their consent, but if it were
practicable, the individual would be likely to consent;

o Council has taken reasonable steps to ensure that personal information it transfers will not be held, used
or disclosed by the recipient in a way that is inconsistent with the IPPs.

6.3. CONTRACTED SERVICE PROVIDERS

Council will take all reasonable steps to ensure that contracted service providers comply with the requirements of the
IP Act (Chapter 2, Parts 1 and 3) when they are provided with, or collect, personal information in order to provide
services on the Council's behalf.

6.4. INFORMATION PRIVACY PRINCIPLES (IPP)
6.4.1 COLLECTION OF PERSONAL INFORMATION (LAWFUL & FAIR) (IPP1)

All personal information collected by Council will be used only for the purpose of conducting Council business and for
the provision of services to the community.

Council will only collect personal information in a lawful and fair manner for a purpose directly related to and necessary
to fulfil a function or activity of Council.

6.4.2 COLLECTION OF PERSONAL INFORMATION (REQUESTED FROM AN
INDIVIDUAL) (IPP2)

When Council requests personal information or information of a type that would include the personal information from
an individual, it will take all reasonable steps to ensure that the individual is generally aware of the purpose of the
collection.

Council will advise the individual if the collection of the personal information is authorised or required under a law and
the applicable law authorising the collection.

Where the Council's usual practice is to pass on personal information to another entity, Council will advise the
individual of the name of that entity either before the personal information is collected or as soon as practicable
after the personal information is collected.

6.4.3 COLLECTION OF PERSONAL INFORMATION (RELEVANCE) (IPP3)

Council will take all reasonable steps to ensure that personal information collected is relevant to the purpose for
which it is collected, is complete and up to date. The collection of personal information will not be done in a way
that is an unreasonable intrusion into the personal affairs of the individual.
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6.4.4 STORAGE AND SECURITY OF PERSONAL INFORMATION (IPP4)

Council will ensure that any personal information contained in a document under its control is protected against misuse,
loss, unauthorised access, unauthorised use, modification, disclosure or any other abuse.

Data security includes physical security, operational security and security of transmission. Council will take all
reasonable steps to prevent unauthorised use or disclosure of personal information by service contractors contracted
for the provision of a service to Council. Information is stored on Council’s databases which are protected by
passwords and other security measures with back-up copies stored at offsite facilities.

6.4.5 PROVIDING INFORMATION ABOUT DOCUMENTS CONTAINING PERSONAL
INFORMATION (IPP5)

Council will take all reasonable steps to ensure that a person can find out whether it has control of any documents
containing personal information, the type of personal information, the main purpose which the personal information
is used and how an individual can obtain access to a document containing their personal information.

6.4.6 ACCESS TO, AND AMENDMENT OF, DOCUMENTS CONTAINING PERSONAL
INFORMATION (IPP6 & 7)

An individual may request in writing access to their own personal information under the IP Act. Council will provide
access to requested information unless it is authorised or required under an access law to refuse to give the access the
individual is seeking or the document is excluded from the operation of an access law. Suitable identification must be
provided prior to an individual accessing the documents requested.

An individual may apply for amendment of their personal information if the information is inaccurate, incomplete, out
of date or misleading.

The Council's Information Privacy Brochure contains further details about the process for seeking access to, and
amendment of, personal information. Information privacy applications must be made using the approved form which is
available online (https://www.townsville.gld.gov.au/payments-rates-and-permits/forms-and-permits).

Unless a different processing time is agreed with the individual, Council will process information privacy applications
within twenty five business days, provided that the application meets all the requirements. If an application does not
comply with all application requirements, Council must make reasonable efforts to contact the individual within
fifteen business days of receiving the application, so as to provide an individual with a reasonable opportunity to
comply with the application requirements.

If an individual does not take steps to make an application compliant, Council may refuse to process it. In this case,
Council will provide the individual with notice of the decision within ten business days after making the decision.

There are no application fees where an individual is applying to access or amend their personal information.
However, for applications which contain one or more documents which do not concern an individual's personal
information, there is an application fee. In addition, if the application takes more than five hours to process, a
processing charge may be payable for the time spent searching for or retrieving a document or making a decision
about access. If there is a processing charge, an individual will be given a "charges estimates notice" before their
application is progressed.

6.4.7 CHECKING OF ACCURACY OF PERSONAL INFORMATION BEFORE USE BY
COUNCIL (IPP8)

Council will take all reasonable steps to ensure that, having regard to the purpose for which the personal information
is proposed to be used, the information is accurate, complete and up to date.

6.4.8 USE OF PERSONAL INFORMATION ONLY RELEVANT PURPOSE (IPP9)

Council will only use the parts of personal information that are directly relevant to fulfilling the particular purpose for
which it was collected.
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6.4.9 LIMITS ON USE OF PERSONAL INFORMATION (IPP10)

Personal information collected by Council for a particular purpose will not be used for another purpose unless:

e Council is satisfied on reasonable grounds that the use is necessary to lessen or prevent a serious threat to the
life, health, safety or welfare of an individual, or to public health, safety or welfare; or

e use of personal information for another purpose is authorised or required under law; or

e Council is satisfied on reasonable grounds that use of the personal information for another purpose is necessary
for 1 or more of the following by or for a law enforcement agency:

e the prevention, detection, investigation, prosecution or punishment of criminal offences of breaches of laws
imposing penalties or sanctions;

e the enforcement of laws relating to the confiscation of the proceeds of crime;
e the protection of the public revenue;
e the prevention, detection, investigation or remedying of seriously improper conduct;

e the preparation for, or conduct of, proceedings before any court or tribunal, or implementation of the orders
of a court or tribunal,

provided that, in each case, the Council includes with the document a note of the use.
o the other purpose is directly related to the purpose for which the information was obtained; or

e the use of the personal information is necessary for research or the compilation or analysis of statistics in the
public interest; does not identify any particular individual the subject of the personal information; and it is not
practicable to obtain the agreement of each individual the subject of the personal information before the use.

6.4.10 LIMITS ON DISCLOSURE (IPP11)

Council will not disclose personal information to a person, body or agency (other than the individual concerned) unless:

e the individual concerned is reasonably likely to have been aware, or made aware under IPP 2, that information of
that kind is usually passed to that person, body or agency; or

¢ the individual concerned has consented (either expressly or impliedly) to the disclosure; or

e the Council is satisfied on reasonable grounds that the disclosure is necessary to prevent or lessen a serious
threat to the life, health, safety or welfare of an individual, or to public health, safety or welfare; or

e the disclosure is required or authorised by or under law, or

e the disclosure is reasonably necessary for the enforcement of the criminal law or of a law imposing a pecuniary
penalty, or for the protection of the public revenue; or

o the disclosure is reasonably necessary for the prevention, detection, investigation or remedying of seriously
improper conduct or the preparation for, or conduct of, proceedings of a court or tribunal, or implementation of
the orders of a court or tribunal; or

e aduly authorised ASIO officer has requested that the information be disclosed and has certified that the personal
information is required in connection with the performance of ASIO's functions and the disclosure is made to a
duly authorised ASIO officer; or

e the disclosure is necessary for research or the compilation or analysis of statistics in the public interest; does not
identify any particular individual the subject of the personal information; it is not practicable to obtain the
agreement of each individual the subject of the personal information before the disclosure; and Council is satisfied
on reasonable grounds that the relevant entity will not disclose the personal information to another entity.

Where personal information is disclosed for the purposes of enforcement of the criminal law or of a law imposing a
pecuniary penalty or for the purpose of the protection of the public revenue or for purposes connected to remedying
seriously improper conduct or the implementation of court or tribunal orders, the Council shall include in the record
containing that information a note of the disclosure.

A person, body or agency to whom personal information is disclosed under this clause shall not use or disclose the
information for a purpose other than the purpose for which the information was given to the person, body or agency.
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The information may be used for a commercial purpose involving the Council's marketing of anything to the individual
only if the Council is satisfied on reasonable grounds that:

e it is impracticable to seek the consent of the individual before the personal information is used for the purposes of
the marketing; and

e the person, body or agency will not charge the individual for giving effect to a request from the individual that the
individual not receive any marketing communications;

e the individual has not made a request that the individual not receive any marketing communications;

e the person, body or agency prominently displays a notice in each marketing communication, or draws to the
individual's attention, that the individual may ask not to receive any further marketing communications;

e each written marketing communication from a person, body or agency to the individual states the business
address and telephone number of that person, body or agency.

e  Council will ensure that disclosure of personal information does not occur unless the disclosure is:
e for the purpose of distributing materials for and on behalf of the Council; or

e when a third party has been contracted by Council, for the sole purpose of assisting Council in providing services
to its community; or

e required to be made by law or for a law enforcement purpose.

6.5. INTERNAL AND EXTERNAL REVIEW

An individual may seek internal review of a decision by the Council. The application for internal review must:
e be in writing;

e state an address to which notices may be sent to the applicant for internal review;

e be made within 20 business days after the date of the written notice of the decision; and

e be lodged at an office of the Council.

Instead of an internal review, an individual may seek external review of the Council's initial decision by the
Queensland Information Commissioner. The application for external review must:

e be in writing;

e state an address to which notices may be sent to the applicant for external review;

e give details of the decision for review;

e be made within 20 business days from the date of the written notice of the decision; and

e be lodged with the Queensland Information Commissioner.

6.6. COMPLAINTS

An individual can make a complaint about any act or practice that breaches the Council's obligations under the IP Act
about the individual's personal information.

An individual should contact the Council and discuss the complaint with a Legal Officer or the Council's complaints
section. An individual may also make a formal written complaint to the Council that outlines the act or practice that
has breached the Council's obligations under the IP Act. The Council will treat all complaints in accordance with its
Complaints Management Policy.

If an individual is not satisfied with the Council's response, they may make a privacy complaint to the Queensland
Information Commissioner, provided that at least 45 business days have elapsed since the complaint was first made.

7. LEGAL PARAMETERS

Local Government Act 2009

Local Government Regulation 2012
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Information Privacy Act 2009
Information Privacy Regulation 2009
Right to Information Act 2009

Right to Information Regulation 2009
Human Rights Act 2019

8. ASSOCIATED DOCUMENTS

Management of Personal Information Procedure
Confidentiality Policy

Complaints Management Policy

Right to Information Policy

Information Privacy Brochure

Information Privacy Procedure
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A

Cityof
Townsville

Contact us

& 103 Walker Street, Townsville City
&2k PO Box 1268, Townsville QLD 4810
& 134810

% enquiries@townsville.qld.gov.au

&I townsville.gld.gov.au
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